Replacement Sheet 



SYSTEM MEMORY 



APPLICATION SOFTWARE 



-214 



CONTENT 
TRANSFER 
MANAGER 



MANAGEMENT 
SOFTWARE 



216 



810 



210 



234 



OS LIBRARY | 



POLICY 
ENFORCEMENT 
MANAGER 



230 
INSPECTOR | 



DRIVER 



USER MODE 208 



DRIVER 



^220a 



INSPECTION 
MANAGER 

~T 

232 



API 



KERNEL MODE 206 



NETWORK 

DRIVE 
MANAGER 



DISK DRIVE 
MANAGER 



DRIVERl 




DATA 
STREAM 
MONITOR/ D 



INSPECTORl 



INSPECTOR I [DRIVER 





CODEC 


WATERMARKING | 




DRIVER 


220b 


••• 






DRIVER 






DRIVER 





230 



DRIVER 



DRIVER] 



224 



>230 




SYSTEM MEMORY 

\ 



MOTHERBOARD 



y 



IDE 




ini 




ROM 
BIOS 




CPU 



BUS 



202 



(j^ l oooool 



FIG. 2 



Replacement Sheet 



320- 



304b 



APPLICATION SOFTWARE 



WATERMARKING/ 
FINGERPRINTING 
ENGINE 
330 



CONTENT 
MUSIC CO. ID 



ATTRIBUTE 




CONTENT 
MUSIC CO. ID; ... 
TRANSACTION INFO ' v ' 304c 




350 



SECURE 
CONTAINER 



SCREEN 




RECORDING 
DEVICE 



\ / 



CONTENT 
MUSIC CO. ID; 
TRANSACTION INFO 



7 



304b 



ATTRIBUTE 



CONTENT 
MUSIC CO. ID 



7 



350 



i 




WATERMARKING 
ENGINE 







CONTENT 




304a 



304c' 



CONTENT PACKAGER/PROVIDER 

1 



■302 



FIG. 3 



Replacement Sheet 



BEGIN 



BEGIN 



) 



410 

s 


r 


FIND NEXT 
DRIVER/MODULE 


420 




INSPECT DRIVER/ 
MODULE 


430 




SEND RESULTS 
TO INSPECTION 
MANAGER 


1 





FIND NEXT 
DRIVER/MODULE 



INSPECT DRIVER/ 
MODULE 



YES 



RECORD 
RESULT 




END 



) 





NO 


SEND RESULTS 
TO INSPECTION 
MANAGER 







FIG. 4A 



END 



) 



FIG. 4B 



Replacement Sheet 



APPLICATION 
SOFTWARE 









214 



512 



514 



MANAGEMENT SOFTWARE 



POLICY 
ENFORCEMENT 
MANAGER 



234 




216 



510 



516 



CONTENT 



INSPECTION 
MANAGER 



530 



232 



DRIVERl 



DRIVER 



DRIVERl 



520 



INSPECTOR 



INSPECTION 
CRITERIA 



230 



DRIVERl 



DRIVER 



1 



DRIVERl 



INSPECTOR 



INSPECTION 
CRITERIA 




DRIVERl 



DRIVERl 



CONTENT 
RULES 
POLICY 

z 



7 

110 



INSPECTOR 



INSPECTION 
CRITERIA 




230 



FIG. 5 



Replacement Sheet 



APPLICATION ^214 



7^ 



234 

A 



POLICY ENFORCEMENT MANAGER 

604a A- PRINT POLICY: OK TO SEND TO PRINTER IF: 

(PRINT INTENT ENABLED) AND ((DRIVERS W/ OK SIGNATURES >= 60%) OR 
(DRIVER3::HASH==OKANDDRIVER2::HASH==OK))AND 
(IF DISK INTENT IS NOT ENABLED, THEN NO CALLS TO DISK I/O) 

604b A- DISK POLICY: OK TO SEND TO DISK DRIVE IF: 

(DISK INTENT ENABLED) AND (DRIVERS W/ OK SIGNATURES==100%) AND 
(DRIVER3::CHECKSUM==OKANDDRIVER2::CHECKSUM==OKAND 
DRIVER1::HASH=OK) 



INSPECTION MANAGER 



230 



-232 



INSPECTOR 



INSPECTION DATA 



DRIVER 1 
INSPECTION 

SIG = NOTOK 
BAD_LIST?=NO 
CHKSUM=OK 
DISK l/0= NO 



DRIVER 2 
INSPECTION 

SIG = OK 
BAD LIST?= NO 
CHKSUM=NOTOK 
DISK l/0= NO 



DRIVER 3 
INSPECTION 

SIG = OK 
BAD LIST= NO 
CHKSUM=OK 
DISK l/0= NO 



220 

A. 



DRIVER 3 



DRIVER 2 



DRIVER 1 



602 




FIG. 6 



Replacement Sheet 



BEGIN 



RECEIVE RELEASED 
CONTENT 



DETERMINE 
IDENTIFIER FOR 
CONTENT 



COMMUNICATE 
IDENTIFIER TO 
MONITOR(S) 



END 



FIG. 7 A 



BEGIN 



1 




RECEIVE CONTENT 
INTENDED FOR 
DRIVER/OUTPUT 




f 


SCAN CONTENT 
FOR IDENTIFIER 


1 







NO 


ALLOW CONTENT TO 
PROCEED TO 
DRIVER/OUTPUT 




YES 



SCRAMBLE/DELETE 
CONTENT 



END 



FIG. 7B 



Replacement Sheet 



USER REQUEST 
FOR CONTENT 



■802b 



UNPROTECTED 
CONTENT 



804 



} 



810 

Li. 



TRANSFER MANAGER 



811 




ID 



MONITOR * 



X 



812 



DRIVER 



DRIVER 



DRIVER 




830 



MANAGEMENT SOFTWARE 



UNPROTECTED 
CONTENT 



RULES/INTENTS 
VIEW: OK 
PRINT: NO 
STORE: NO 



PROTECTED 
CONTENT 




802a 



MONITOR 



X 



812 



DRIVER 



DRIVER 



FIG. 8 



818 



1 




MONITOR 




812 


DRIVER 






DRIVER 






DRIVER 








1 


• 



